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Some Definitions

Config File:
A text file containing directives that control how the Web server should operate. Configfileslivein
the conf subdirectory under the Server Root.

Container:
A paired set of directives that define a scope within which the enclosed directives have effect.
Sometimes acontainer and the directives enclosed within it care called a stanza.

Directive:
A one-line text command in a config file which instructs the server in some aspect of its operation.
Directive names are not case-sensitive, but the arguments that follow them on the line usualy are.
Examples: User, Di r ect or yl ndex.

DocumentRoot:
Thetop of the directory tree where your Web content actualy lives.

Internet Media Type:
An attribute of adocument that describes the format of the content. The IMT is split into amajor
and minor portion, separated by aslash. Some examplesare't ext / pl ai n" for normal
unformated text or prose; 't ext / ht m " for text that contains HTML tags; "i mage/ gi f " denotes
abinary imagein GIF format; and "appl i cat i on/ oct et - st r eani' isfrequently used to
identify unknown or arbitrary binary content. IMTs are not case-sensitive; 't ext / pl ai n" and
"Text / Pl ai n" areequivaent. Thissame mgor/minor syntax isused in other cases, such aswhen
abrowser indicates what types of content it can accept (e.g., "t ext / *").

MIME Type:
MIME is an acronym for Multipurpose Internet Mail Extensions, a set of standards defining how
mail of various types and contents can be exchanged. Since the MIME system defined avery
flexible way of assigning attributes to message bodies, it was adopted by the Web, so you'll
frequently hear about the ' MIME type' of aWeb document. The more general term isInternet Media

Type (g.v.), though.

Overrides
Thetypes of settings that can be changed by directivesin .htaccess files. If theFi | el nf o keyword
isinthelist of allowed overrides, for example, that meansthat directivesthat affect fileinformation
in .htaccessfiles can override any settings declared at a broader scope.

Scope
A bounded portion of your server’s URI space or filesystem. Scopes are nestable, and directive
effectstypicaly are inherited from higher-level scopes. The narrowest applicable scope ultimately
defines the attributes of Web resources within it. See the section on Scoping for moreinformation.

ServerRoot:
Thetop of the directory tree where the server application itself, and al the configuration files, lives.

Sanza:
See container.

Virtual Hosting:
A means of making a single system appear to be multiple ones.
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Hardware and Operating System decisions

The Web does not live by software alone... it needs hardware!  The A pache software will run on Windows
NT V4.0 and almost variety of Unix, so your system hardware needs to be something that supports one or
the other — or both. Intel systems running Linux or Windows NT V4 work just fine, but Apache will also
run on IBM’s Al X operating system, Hewlett-Packard’s HP/UX, Compaq's Trué4 UNIX on Alpha,
Solaris, SUnOS, and OS/2, among others. So if you have any hardware availableat all, you can probably
get Apachetorunonit.

Whether the server will run aswell as you want is another question. If you're just experimenting with
Apache in the privacy of your home office, your desktop system —whatever it is—will almost certainly
suffice. If you're planning to set up a serious high-volume corporate machine, you should useiron that’s
sized appropriately. I've had excellent resultswith an AMD K6-2 350MHZ system under moderate load
(hundreds to thousands of requests per minute), so use that as a starting point if you like.

Once you have your hardware lined up, you need to know (or choose) the operating system you’ Il be using.
For the dedicated hobbyist, the free Linux and FreeBSD operating systems work very well; for the
occasional dabbler who feels more comfortable with the Windows environment, Windows NT isaviable
aternative.

Note: You should NOT try to run Apache on Windows 95 or Windows 98. Whileit may work, those platforms
are designed to be ‘end-user’ environments rather than servers, and the recommendation is that you use the
Windows system intended for that purpose; NT.

If you' reinstalling Apache on an existing Unix or Windows NT system, your choice has already been
made.

A Note about Windows, Apache, and Slashes

I’m sure you' ve noticed that Web addresses — URLs— contain forward slashes (*/', called ‘ slashes') rather
than backdashes (\', sometimes called ‘ sloshes’). Thishasitsrootsin the origin of thefirst Web servers,
which ran on Unix, where the dash in afilename meant much the same as a dosh in a Windows filename
today. Thisaso carries forward into the Apache configuration directives, partly because Apache wasfirst
produced for Unix and partly for the sake of consistency acrossal platforms. Apache on Windowswill
usually do the right thing if you accidentally use aslosh instead of a dlash, but to be on the safe side you
should always use forward slashes when giving Apache instructions. Save the doshes for when you're
dealing with Windows itself.

o Developer Site
Obtaining the Package

If you really want to get into the detail s of
There are acouple of different waysinwhichyoucan | rebuilding the Apache software from scratch, and

obtain the Apache software: modifying it to suit your needs, check out the
Apache developer Web site:
1. Getitbundled with st h ith
RedIHatltJEinUXV\gr your sysiem, Such aswi <htt p://dev. apache. org/ >
2. Download it from the Internet. Bear in mind that the content of this site counts as

documentation, and the information may lag
behind current events (because the developers are
al spending their time on the fun stuff —
developing!)
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Note:

If you want to go get it yourself rather than depending on a package distributor, the most important Web
locations you need to know are the Apache download sites:

<ht t p: // ww. apache. or g/ dyn/ cl oser. cgi >
and
<http://ww. apache. org/di st/ >

The former will help you find the Apache mirror* site that’s closest to you, and the latter is the master
distribution site (currently located in Caifornia, USA).

Binary or source

There are two parts to the Apache software: aready-to-run binary application, and the source code from
which it was built. An Apache package, such asthe download distribution at the Apache Web site or the
RPM package from Red Hat, may contain one or the other or both. The Windows package, for example,
includes both but lets you choose which piecesto install.

While the Apache software runs on well over ahundred different platforms, pre-built packages are only
available for alimited subset — specifically, whatever platforms are available to the Apache devel opers at
the time the software was released. 11’ s possible that there may not be aready-to-run binary for your
chosen platform, in which case you' re going to need to build one from the source.

Building Apacheis not very difficult nor very complicated.

If you end up going with the Windows NT platform for your Apache Web server, the pre-built or roll-your-
own decision has essentially been made for you. Unlike most Unix and Unix-like systems, Windows does
not include bundled software development tools. The Apache devel opers chose Microsoft Visual C++
version 5 as the Windows devel opment environment, so unless you have a copy of that available you're
going to need to stick with the canned A pache package for Windows.

The Apache sourceis dways available on the Internet, so even if you end up with a package that didn’t
includeit you can still download it later.

Building Apache

Since the Windows devel opment environment is not generally available and probably less than 1% of the
people who run Apache on Windows want to build the software from scratch, I’ m not going to cover it
here.

Building the software on aUnix system is pretty simple. There are actually two waysto compileit: one
that highly resembles (but is not identical to) the method used by GNU tools and other free software, such
asgcc andPer | . Thismethod iscalled “APACI” because that was the name given it by Ralf
Engelschall, the fellow that put it together. The other method, sometimes called “ Apache Classic,” isthe
method that was used to build Apache before APACI was developed, and it still works. Apache Classic
only builds the software, though, and doesn’t give you any help in choosing your functionality nor actually
installing Apache in the right directories when it’ s built, both of which are done by APACI. Since APACI
is the more complete approach, I'm going to spend more time describing it. The Apache Classic method is
more for the die-hard do-it-yourself hacker.

L “Mirrors aresitesthat contain identical copies of some master set of files. Mirrors are frequently used on
the Web to make the information on popular sites available ‘ closer to home' for many visitors.
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The assumption made for the commands described here isthat you' reinstalling Apache 1.3.6, have the
packagefile (called a‘ gzipped tarball’) in the directory / usr/ | ocal / ki t s, and will builditina

subdirectory.

% cd /usr/local/kits

% gunzip —-c < apache_1.3.6.tar.gz | tar xf -

% cd apache_1.3.6

% CC=gcc CFLAGS="-g —-2” ./configure \
- - enabl e- shar ed- max - - enabl e- nodul e=nost \
--Wwi t h-1 ayout =Apache

% make

The Apache Directory Tree

There are atotal of three directory trees associated with the Apache
Web server package:

1. Thekit (source) tree;

2. Thetree used by the running server (the ServerRoot); and

3. Thetree containing your Web documents (the DocumentRoot).
If you use the commands above, your source tree will be
/usr/local/kits/ apache_ 1. 3. 6, your ServerRoot will be

/usr/ | ocal / apache, and your DocumentRoot will be
/usr /Il ocal / apache/ ht docs.

/usr /| ocal / apache

bi n/

i bexec/
man/
conf/

i cons/
ht docs/
cgi - bin/
i ncl ude/
| ogs/

pr oxy/

Figure 1 The ServerRoot tree

apache_1. 3. 6/

cgi - bin/
cgi -src/
conf/
ht docs/
manual /
i mges/, info/, msc/, nod/, search/,
vhost s/
i cons/
smal |/
| ogs/
src/
ap/
hel pers/
i ncl ude/
I'ib/
mai n/
nmodul es/
exanpl e/, experinmental/, extral,
proxy/,
standard/, test/
os/
bs2000/, enx/, os2/, tpf/, unix/, w n32
regex/
support/
test/

Figure 2 The Sourcetree

Page 5 of 19
Ken Coar, Apache Software Foundation
<coar @\pache. Or g>

The sourcetree contains
thefiles asthey come
from the distribution
package, soif anything
happens to them they're
easily re-created — just
fetch and unpack anew
copy of the distribution.

The DocumentRoot tree
iswhere your own
custom content will go,
and so isthe most
difficult to recoverin
case of an accident.
Immediately following
the software installation,
the DocumentRoot
containsthe Apache
manua, which is easily
replaced — but as soon as
you start adding your
own documents and files,
watch out, because you
have to provide your
own backups.




Note:

Note:

The ServerRoot is sort of amix of these two extremes. It gets popul ated with files from the source tree, but
they’ re modified to make the server behave asyou desire. It also containsfilesthat are constantly being
updated: namely, the error and accesslogs. For safety’s sake, you should treat the ServerRoot in the same
way as the DocumentRoot: as containing files which you need to back up yourself.

Figure 1 displays the layout of the default ServerRaoot tree that will be created if you use the commands
above. Figure 1 is abit abbreviated; thei cons and ht docs directories, for instance, are actually the tops

of trees containing the same files found in the corresponding locationsin the source tree.

Figure 2 showsthe directories in the source tree. Thisisthe directory treein which the software actually
gets built, and which supplies the template files for the ServerRoot when you install the software after
building it. Y ou may notice that some of the directory names match namesin the ServerRoot tree; thisis
because those directories typically provide the template files for the ones used by the running server.

If you use the default layout, your DocumentRaoot tree will be theht docs directory under your
ServerRoot. When you start adding content of your own, you will probably want to move the supplied
contents of the DocumentRoot (the Apache manual) to some other location.

Installing the Apache Web Server Apache Windows I ngtallation and Rebooting

If you' re using the Windows platform for your When you install Apache on aWindows
Apache Web server, installation is very simple. Just system, it may or may not claim that areboot
figure out where you want the server to go, double- isnecessary. If it does, it’s only because the
click on theinstaller application (probably called installation had anewer version of one of the
apache_1_3_6_wi n32. exe or something Windows system files and needs to replace the
similar), and away you go. When it'sfinished, ta- older one. This should only happen on your
daaaah! Y ou're done. first Apache installation on that system, if then.
If you' re upgrading an existing Apache installation on

aWindows system, the safest approach istouninstall the existing server before installing the new version.
(Seethe next section.) Thisavoids any possible problems with the Windows registry.

Installation of Apache on aUnix system israther more complicated. If you used the APACI method to
build it, you selected the ServerRoot when you ranthe . / conf i gur e command. One more command

will install al the software and configuration filesin their proper locations under it:

% cd /usr/local/kits/apache_1.3.6
% make install

It'susually agood ideato belogged on asr oot when you do this, to make sure that all the files are given
the right ownership and permissions.

When the command compl etes, the Apache software should be ready to run. It has been installed in the
correct directories and al the necessary Apache files have been edited to reflect this.

This process does nothing to actually start the server, nor to ensure that it gets started at system reboot or
stopped at system shutdown. That isavery system-specific thing, so you’ re going to have to make those
changes to your system yourself.

One of thefilesthatis provided by thermmake i nstal | stepistheapachect | script. Thisisthetool
you use to start, stop, and otherwise manage your Apache Web server. The installation procedure updated
it so that it correctly refersto the location in which your Apache software was installed. 1n the case of the
default installation layout, the script will befoundinthe/ usr/ | ocal / apache/ bin directory;
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Note:

you might want to add this directory to the default PATH for whatever account you' |l be using to manage
Apache.

When you modify your system’s startup and shutdown procedures, you’ Il want to use the apachect! script
to handle the running and stopping of the Apache server. Be careful to only invokeit at apoint in the
sequence at which the appropriatefilesystem (e.g.,/ usr/ | ocal / apache) isactualy mounted and
available, or else the server won't be up when your system is.

UNinstalling Apache

Aswith installation, removal of the Apache Web server softwareis very simple on Windows, and
somewhat more involved on other platforms.

Windows

On the Windows platform, the
Apache softwareis registered
like many other applications, Install; Uninstall iWindDWS NT Setup |
and you can remove it using
standard Windows tools.

Add/Remove Programs Properties

e

To install & new program from a floppy disk or CO-RORM
drive, click Install.

To remove Apache from your

Windows system, choose

Start => Settings=> Control
Pand from your task bar,

select the Add/Remove (T The following software can be automatically removed by
Programs control panel 5 Windows. To remowve a program or to modify its installed
applet, and you should get a components, select it from the list and click Add/Remowve.
screen similar to that shown in

Figure 2. Adobe Acrobat Reader 3.02 -

Adobe Photoshop 5.0

Click on the Apache line, then

the Add/Remove...button in Data Access Objects (DAO] 3.5

|IBM Personal Communications

the lower right corner of the Intermet Explarer 3.0

applet, and Windows should Lotus Notes

remove the Apache Web Lotus SmartSuite 97

server software from your Microsoft Image Composer 1.0a

ticrosoft Office 97, Professional Edition -
system. =

Add/Bemowve... i
Y ou should not have to reboot

your system for the change to
take effect, and the removal oK i Cancel i Apply i
should not delete any of your

custom Web documents —just

the filles that were installed as Figure 3 Uninstalling Apache on Windows

part of the Apache package.

Aswith any Windows ingtallation, if you try to move the software after installing it, thereis an excellent
chance the software may stop working correctly and the uninstall procedure fail to deleteit properly. Itis
much better to choose the correct installation location in the beginning, or, failing that, to un- and re-install
the software to move it to the desired place.
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Note:

Unix:

Unix and Unix-like Systems

Since Unix systems vary so widely, and each seemsto have aunique ‘ standard’ method of installing and
uninstalling software, the removal of the Apache package is much more complex and usualy requiresalot
of manua manipulation. The things that you should do include:

1. Stopthe Apache Web server softwareif it’s currently running;

2. Make abackup of your Web content (your DocumentRaoot);

3. Remove Apache from your system’ s startup/shutdown procedures,

4. Delete the ServerRoot tree; and

5. Deletethedirectory tree into which you unpacked the Apache distribution kit (in our example,
/usr/local /kits/apache_1. 3. 6).

When you' ve successfully completed those 5 steps, you should have uninstalled the Apache software.

By default, the APACI installation process puts the DocumentRoot under the ServerRoot, so deleting the
latter will automatically delete the former aswell —which iswhy you want to make a backup of it first.

The First Test

Now that you have your server installed, it’stimeto giveit afirst run-through to make sure it’s doing what
it should. Start it up according to your platform:

Be sure you're logged on asr oot , and then type
# /usr/ | ocal / apache/ bi n/ apachect!| start

Windows Log on as Administrator, and choose Start => Programs => Apache Web Server => Apache Server

Note:

from your Taskbar. A DOS window should appear and will probably display a couple of messages (which
you can ignore), and then should stay up and running with the window title bar set to “ Apache Server”.

Y our server should now be running, at least for the moment. Try using abrowser on your system to access
the default DocumentRoot page, <ht t p: // 127. 0. 0. 1/ >. Figure 4 shows what you should see.

It isreally, really important that you change this default file as quickly as you can after installing the
Apache server. Thisisespecially important if you are migrating an existing Web site to use the Apache
software. If you don’t, some of the people who visit your site are going to think that Apache has stolen
your Web site, or possibly that Apache has been installed on their desktop system. Even though the page
clearly describes what is going on, the number of reports that get sent to the Apache devel opers about “why
have you stolen my favourite Web site?’ is astonishing. Some people just won't bother to read the text past
the headline.

Now, it's possible that things didn’t work as expected. In this case, one or more of the following probably
occurred:

Y our browser complained about “there was no response”;
The DOS window appeared, but disappeared again before you could read any of the text on the screen;

Your apachect | command complained about the server not being started; or
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Your apachect | command said the server was started, but your browser couldn’t accessit.

#: Test Page for Apache Installation on Web Site - Netscape
File Edit %iew Go Communicator Help

<« 2 3 B 2 W I &

Back Forvard Reload Home Search Metscape Frint Security St

It Worked! The Apache Web Server is
Installed on this Web Site!

It you can see this page, then the people who own this domain have just installed the
Apache Web server software successfully. They now have to add content to this
directory and replace this placeholder page, or else point the server at their real
content.

¥

b

It you are seeing this page instead of the site you expected, please contact
the administrator of the site involved. (Try sending mail to
<Webmaster@domain>. ) Although this site iz running the Apache software
it almost certainly has no other connection to the Apache Group, so please
do not send mail about this site or its contents to the Apache authors. If you
do, your message will be ignored.

The Apache documentation has been included with this distribution.

The Webmaster of this site is free to use the image below on an Apache-powered
Web server. Thanks for using Apache!

wered by

L« |

= |Document: Done SRR

Figure4 Test Page

In each case, the problem was probably caused by some sort of syntax error in theconfig files. This
shouldn’t happen for afresh installation, though. See the section on Common setup problemsand
solutions for instructions on how to determine the cause of the problem.

If you saw the test page correctly, shut down your Apache server again asfollows:
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Unix: Be sureyou're logged on asr oot , and then type
# /usr/ 1 ocal / apache/ bi n/ apachect!| stop

Windows Type CTRL/C inthe DOS window to stop the server and close the window.

Y our server should now be shut down, and al attemptsto access it with a Web browser should give the
“there was no response” message.

Initial Configuration

Y our server should be able to run as soon asyou install it, and by default it’ s configured with a standard set
of optionsthat suffice for most single-use Web sites. If you're going to use to run an Internet Service
Provider (1SP) with multiple virtual hosts, or a high-traffic site like Slashdot, though, these defaults aren’t
going to be sufficient.

Y ou should take alittle time to browse through theht t pd. conf config file found in theconf
subdirectory under the ServerRoot (/ usr /| ocal / apache/ conf inthe default Unix installation, and
“C.\Program Fi | es\ Apache G oup\ Apache\ conf” inthe default Windowsingtallation). It's
just atext file, so any editor should suffice. Be surenot to save any changesyou might accidentally
make! Figure 5 shows a sample excerpt:

# First, we configure the "default” to be a very restrictive set of
# perm ssions.
#
<Directory />
Opti ons Fol | owSynli nks
Al Il owOverri de None
</Directory>

Figure 5 Sample Directive

Lines beginning with “#’ are comments, and areignored.

There are four directives shown in Figure 5:

1. <Directory—Declare ascopeto which the following directives apply

2. Options — Specify what sorts of operations are allowed within this scope

3. AllowOverride — Define the categories of directivesthat will be processed if found in. ht access
files within the scope

4. </Directory> -- Mark the end of the scope declaration

The“<Directory” and “ </Directory>" directivesform what’'s called a container, and the directives
between them only apply to the directory listed in the* <Directory” directive, and any subdirectories of it.
(Yes, the“/>" isn't part of the directive; it's theargument to the “<Directory’ directive, telling it upon
which directory to operate.) This selective applicability is called scoping, and is described in the next
section.
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Scoping

One concept that' s very important to Apache configuration isthe idea of directivescope. The scope of a
directiveisthe portion of the server’s URI space or filesystem to which it applies.

Scopes are hestable, with each subsequent level refining any settings made at upper (or ‘outer’) levels. The
effectswithin a particular scope aretypically aresult of merging al of the settingsfor al of the outer
scopes that apply, with the more specific ones taking precedence. (Thismergingiscalled ‘inheritance.”)

There are two types of scopes. those that apply to directories on the server’ sfilesystems, and those that
apply to the URIsyour server processes. They don’t always overlap (it s possible to have a URI that
doesn't refer to afile, for instance), so be sure to keep the distinction in mind. The container directives
help; the onesthat refer to filesand directoriesare called “<Fi | es>" and“<Di r ect or y>", and the one
that refersto Web locationsis called “<Locat i on>".

There are two ways in which you can apply a scope: either in the server config files, or in per-directory
directivefiles(caled “. ht access” [pronounced “dot aitch tee access’] files). . ht access filesby

their very nature can’'t include any “<Di r ect or y>" or “<Locat i on>" containers. Infact, whether a
particular directivecan beusedina. ht access fileisdetermined by the definition of the directive itself,
and the setting of the allowed overrides. Some directives are never allowed in . ht access files, but the

rest are always allowed — they may just be ignored if their category isn’t in the allowed override list defined
by the inherited Al | owOver ri de directive settings.

The Apache server processes scopes from the general to the specific. That meansit ‘walks down the
directory tree toward the document’ s directory, processing any <Di r ect or y> stanzas that apply to each

subdirectory in turn. At each directory, the server looks for and processesany . ht access filefoundin
the directory.

After looking through the directories, the server examines any <Fi | es> containersit found and processes
the directivesin any that apply.

As a next-to-the-last step, Apache looks for any <Locat i on> stanzas that apply to the document, and
processes any contained directives in those that do.

Finally, the server knows exactly what directives and attributes apply to the document, and it can deal with
it as appropriate.

Probably the best way to explain scoping isto demonstrateit. Consider the environment shown in Figure
6, and interpreting the following requests (assuming the server’ snameis“| ocal host ™) according to
those settings:

1. http://1ocal host/
Since there’ s nothing following the slash after the host name, the server will treat it as arequest for
something in the DocumentRoot, C:\Temp\Apache. Ordinarily, if therewasani ndex. ht mfile there
the server would display it because of theDi r ect or yl ndex directive. If there wasn't, and the
| ndexes option was enabled, the server would display alist of filesin the C:\Temp\Apache
directory. Unfortunately, the server won't do any of this becauseit findsthe“Deny from Al "
statement at an outer scope, and nothing any closer to the C:\Temp\Apache directory has changed it.
So thisrequest will get a“Forbidden’” error.

2. http://1ocal host/secret.rpm
Thisrequest would usually result in either a“ Resour ce Not Found” or “Forbidden” error message,
depending upon whether the file C:\Temp\A paché\secret.rpm actually existed or not. But the same
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“Deny from Al | ” directive that made the previous request fail with “ Forbidden” before even
getting that far will have the same effect on this one.

http://1ocal host/foo.rpm

If the file C:\Temp\A paché\foo.rpm actually existed, and access weren't denied to C:\Temp\Apache by
the misconfiguration that caused the previous two requests to fail, the server would send thefile to the
client and tell it the document was a Real Audio file.

http://1 ocal host/Li nux/foo.rpm
Now we get somescoping inheritance going. The“Al | ow from Al | ” directivefinadly alows
browsersto access thingsin this directory, and the“ Add Ty pe” directive overrides the one at the outer

scope and indicates that the file C:\Temp\A pache\Linux\foo.rpm —if it exists— should be labeled as
being abinary file. The*Deny from .| i nux-haters. org” linewill modify the inherited

access and prevent only clients from that domain from accessing any filesin thediretory.

http://1 ocal host/Li nux/ secret.rpm
The“<Fi | es>" stanzain container number 6 overrides the one defined by container number 1in the

outermost scope, so this request will succeed (if thefile exists) and will be marked as being a binary
file.

Docurent Root “ C./ Tenp/ Apache”
Di rectoryl ndex index. htm
<Files “secret.rpni>
O der Al |l ow, Deny
Deny from Al |
</Files>
<Directory “C /">
Al Il owOverri de None
Opti ons None
Order Al ow, Deny
Deny from Al |
</Directory>
<Directory “C./Tenp/ Apache” >
AddType audi o/ x- pn-real audi o-pl ugin .rpm
</Directory>
<Directory “C./ Tenp/ Apache/ Li nux” >
Opti ons | ndexes
AddType application/octet-stream.rpm
O der Deny, Al l ow
Allow fromAl|
</Directory>
<Location “/Linux”>
Order Deny, Al l ow
Deny from.linux-haters.org
<Files “secret.rpni>
Order Deny, Al l ow
Allow fromAl |
</Files>
</ Locati on>

Figure 6 Example Scoping
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Note:

Logging

Logging refersto the records that the Apache server keeps about what it does and what happenstoit. There
are two main types of logs:

Accesslogs, in which the server tracks information about the requestsit receives from clients, and
Error logs, which it usesto et you know about things it had problems doing.
When in doubt, look at the error log!

Depending upon your configuration, you can severa of each of these types of logs, but the default
configuration only contains one of each. Both resideinthel ogs subdirectory under the ServerRoot.

Sincethe error log contains reports from the server about how something may have gone wrong or
otherwise interfered with it processing something, you have no control over the format. The server uses
whatever words it has been programmed to use to get the message across. Figure 7 shows a sample excerpt
from an Apache server error log.

[Wed Jun 9 00:47:56 1999] [info] [client 24.94.179.175] (32)Broken pipe: client
st opped connection before send nmap conpl et ed

[Wed Jun 9 05:03:31 1999] [info] [client 205.230.159.47] (32)Broken pipe: client
st opped connection before rwite conpleted

[Wed Jun 9 05:28:25 1999] [error] [client 205.230.159.22] File does not exist:

/ hone/ coar/ public_htm /cgi/[13]

Figure 7 Excerpt froman error log

Not all of the error log messages will 1ook like this, of course; each triesto include sufficient information to
understand what happened, if not to correct it.

While you can't control the format of the messagesin the error log, you can control the severity of
messages that get recorded. TheLogLevel directive setsthe lowest severity of message that will be

saved in error logsin the current scope. It takes asingle keyword as an argument, which may be one of the
following (listed in order of increasing severity):

Debug — Causes the server to report in the most detail, including stuff which is probably only useful to
people working on the source code. This can result in arapidly-growing error log.

Info — Thiswill result in the server recording non-problem messages about its operation. Experiment
with it to seeif there are any you really care about; you' Il probably find that there aren’t.

Notice — Thisincludes messages about the server’' s starting up, restarting, and shutting down, among
others. Thislevel isuseful if you want to keep track of when your server isrestarted.

Warning — Thisisthelevel at which legitimate problems start getting recorded. Config file protection
problems and the like fall into this category.

Error — The messages that appear at thislevel usually deal with problems responding to requests, such
asmissing or protected document files, or CGI scriptsthat fail to function properly.

Critical — The server regards basic problems that affect (or can affect) multiple requests as being in
this category. Problemswith permissionson . ht access files, an inability to access the network, and

so on are considered critical.
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Note:

Alert — This severity isusually reserved for server startup problems, such aswith the server user
identity, or things which cause the running server to die.

Emer gency — Emergency conditions are those that prevent the server from starting at al, or dying
horribly once it was operational.

If you set your LogL evel to ‘ Critical,” you won't get any error messages of Error, Warning, or lower
severity inyour log file. Thismeansthelog file probably won't get huge — but it also meansthat you're
likely to be surprised by behaviour for which you won't have an explanation. | recommend a setting of Info
to start, so you can become accustomed to the sorts of things the server reports, and then moving to
Warning when you're comfortable with your setup.

Alert and Emergency level messageswill definitely require your intervention before the server can function
again.

Controlling the Running Server

A brief introduction to server management was given inthe The First Test section, but it was alittle bald
and not suited for use in aproduction environment. There are actually four things you can do to manage
your Apache Web server:

Start —this should be fairly obvious. If the server isaready running, an attempt to start it has no
effect.

Shutdown — likewise self-explanatory. Trying to stop the server when it isn’t running won’t have any
effect. If the server isin the middle of processing any requests, they will be aborted immediately.

Graceful Restart —thisinstructsthe server to reload its configuration files. Any existing requestsin
process are allowed to completefirst.

Graceless Restart —forces an immediate reload of the server config files, aborting any current
requestsimmediately. New requests will be handled again as soon as the reload is compl ete.

Gracelessrestart iscurrently not available on the Windows platform. To perform a graceless restart, stop
the server and start it again.

The ways in which you issue these instructions to the server depends upon the platform you’ re using.

Windows

If you install the Apache Web server asan NT service, you can stop and start it from the Services control
panel. You can aso stop and start it from a DOS window using the apache command:

C\>*C \Program Fi | es\ Apache G oup\ Apache \apache” comrand
Where command is one of the following:

-k shutdown — Thiswill shut down the running Apache server, whether it was started as a service or
from a DOS window.

-k restart — Thisforces the running Apache server to perform a graceful restart.
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Note:

-S—d “C:/Program FilesApache Group/Apache’ — Tests the server config filesfor syntax errors
and display any virtualhost information. Warning: You may need to press CTRL/C after issuing
thiscommand.

Unix

On aUnix platform, you usetheapachect | script (described earlier) to manage your server. The format
of thecommand is:

# /usr/ 1 ocal / apache/ bi n/ apachect| comrand
where command is one of the following:

gart —If the server isn’t running, this should start it. This process automatically does a configtest (see
below) first. If the server isrunning, the script will say so and do nothing else.

stop — As might be expected, thiswill shut down the running server. The shutdown is graceless,
meaning that any requests currently being processed will be aborted rather than allowed to finish
cleanly.

graceful — Thisinstructs the running server to perform agraceful restart, finishing any current requests
and then reloading the config files. It'sagood ideato run aconfigtest (see below) first, because if
there' saproblem in the config files the server will not successfully reload them and will die instead.

restart — This causes agracelessrestart. Aswith thegraceful option, you should precede thiswith a
configtest run to make sure the server is restartable.

configtest — Thiswill check the server config files for syntax errors, and display any that are found.
Thisisagood step to take any time you change the server config files.

Y ou need to be logged on as root in order to manage the Apache Web server.

Setup essentials: MIME types and more

In order for aWeb client (such as abrowser) to be ableto deal intelligently — or even semi-intelligently —
with documentsit receives from Web servers, it needs to know the format of the document’ s contents. For
example, it needs to be able to recognise animage in order to display it graphically, or to be ableto tell that
abinary application s, in fact, binary, so it won't try to display it on the screen.

Thisinformation is one of the document attributes that the server provides as part of its responseto the
client’srequest. It's called the document’s “content type,” or occasionally the “MIME type® or “media
type” of the document.

How does the server know what content-type to send? By consulting its configuration files, which means
that ultimately you, as Web master, make the determination.

2 Thisis actually amisnomer; it should be called the document’ smedia type. Seethe brief glossary at the
beginning of this document for details.
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The most common way of associating a particular Internet mediatype (IMT) with documentsis by relating
it to aparticular filename pattern — typically an extension. That is, you might say “All filesthat have
‘. ht m * aspart of their names have mediatype‘t ext / ht m '.”

There are two basic ways these associations are declared to the Apache software. Oneisthrough afile
containing a standard list of IMT-to-extension mappings, and the other is through the Add Ty pe Apache

directive. Associations are processed in that order, aswell, which means that this dual mechanism allows
you to override the conventiona settings with Add Ty pe directivesin your configor . ht access files.

Both the Add Ty pe directive and the default IMT associationsfile (“m ne. t ypes” inthe” conf”
subdirectory under the ServerRoot) alow aone-to-many syntax. That is, you can associateasingle IMT
with multiple extensionswith oneline. For example,

AddType text/htm .htm.htm .shtmn
marks al fileswith one of those extensions as being an HTML document.

The AddTy pe directiveis controlled by the Filelnfo override, which means that you can useit on a per -
directory basisin. ht access filesaslong asthey are within the scope of an“Al | owOverri de
Fi | el nf 0" directive.

Handlers

In order to get sent to the requesting client, every document must be processed by a content handler. The
content handler isresponsible for doing whatever is necessary to turn the resource on the server into the
resultsto be sent to the client.

By default, the Apache server dealswith fileson disk. If aclient requests adocument that doesn’t trandate
to afile, the server will report an error. If the request doesrefer to afile on disk, the document will be
processed by what's called thedefault handler. The default handler smply copies the file from the disk to
the client over the network, with no specia additional processing.

Things get a bit more complicated when you want to be able to handle CGI scripts, server-sideincludes
(SSls), or other more-than-just-a-file resources. To deal with documents like this, you need to let the
Apache server know which handlersto use.

Enter the AddHandl er directive. It looksalot likethe AddType directive, but it associates a handler
with aset of extensions, rather than a content-type.

AddHandl er cgi-script .cgi .pl

The portion of the Apache server software (if any) that knows how to do this sort of handling will be used
to process the document beforeit is sent to the client.

If an AddHandl er directive names a handler that the server doesn’trecognise, an error message will be
written to the error log and the default handler will be used to process thefile instead.

Examples of both AddHandl er and Add Ty pe directives can be found intheht t pd. conf fileinthe
conf subdirectory under the ServerRoot.
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Common setup problems and solutions

The Apache Web server isavery complex piece of software, and there are almost innumerable waysin
which things can go wrong. At least 95% of the problems reported have to do with configuration problems
rather than actua bugsin the software itself, so you can seethere' s a definite likelihood that any problem
you haveis caused by some subtle configuration nuance rather than areal bug.

Since setup and configuration problems are so common, here are the top questions (and answers!) about
them from the Apache FAQ document. They’re all written first-person from the post of view of the
Apache Group.

Q. Whydolget'setgid: Invalid argunent" at startup?

A: Your G oup directive (probably inconf / ht t pd. conf ) needsto name a group that actually exists
inthe/ et c/ gr oup file (or your system's equivaent). This problem is also frequently seen when a
negative number is used in theGr oup directive (e.g., "G oup #- 1"). Using agroup hame — not
group number —found in your system's group database should solve this problemin all cases.

Q: Why am| getting'ht t pd: coul d not set socket option TCP_NCDELAY"inmy error
log?

A: Thismessage dmost aways indicates that the client disconnected before Apache reached the point of
calling set sockopt () for the connection. It shouldn't occur for more than about 1% of the requests
your server handles, and it's advisory-only in any case.

Q: Why am | getting "connecti on reset by peer"inmy errorlog?

A: Thisisanormal message and nothing about which to be alarmed. It smply means that the client
canceled the connection before it had been completely set up - such as by the end-user pressing the
"Stop" button. Peopl€'s patience being what it is, sites with response-time problems or slow network
links may experiences this more than high-capacity ones or those with large pipes to the network.

Q: Theerrorlog says Apache dumped core, but where's the dump file?

In Apache version 1.2, the error log message about dumped core includes the directory where the
dump file should be located. However, many Unixes do not allow aprocessthat has called set ui d()

to dump core for security reasons; the typical Apache setup hasthe server started asr oot to bind to
port 80, after which it changesUIDsto a non-privileged user to serve requests.

Dealing with thisis extremely operating system-specific, and may require rebuilding your system
kernel. Consult your operating system documentation or vendor for more information about whether
your system does this and how to bypassit. If thereis adocumented way of bypassing it, it is
recommended that you bypassit only for theht t pd server processif possible.

The canonical location for Apache's core-dump files isthe ServerRoot directory. As of Apache version
1.3, the location can be set via the Cor eDunpDi r ect or y directive to adifferent directory. Make

sure that this directory iswritable by the user the server runs as (as opposed to the user the server is
started as).

Q: Whenl runitunder Linux | get "'shnget: function not found", what should| do?

A: Your kernel has been built without SysV IPC support. Y ou will have to rebuild the kernel with that
support enabled (it's under the "General Setup” submenu). Documentation for kernel building is
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beyond the scope of this FAQ; you should consult the Kernel HOWTO, or the documentation provided
with your distribution, or aLinux newsgroup/mailing list. As alast-resort workaround, you can
comment out the#def i ne USE_SHMGET SCOREBQARD definition in the LINUX section of
src/ conf . h and rebuild the server (prior to 1.3b4, ssimply removing #def i ne HAVE SHMVGET

would have sufficed). Thiswill produce a server which is slower and lessreliable.

Server hangs, or failsto start, and/or error log fillswith'fcnt I : F_SETLKW No record
| ocks avai | abl e" or similar messages.

These are symptoms of afine locking problem, which usually meansthat the server istrying to use a
synchronization file on an NFSfilesystem. Because of its parallel-operation model, the Apache Web
server needs to provide some form of synchronization when accessing certain resources. One of these
synchronization methods involves taking out locks on afile, which means that the filesystem whereon
the lockfile resides must support locking. In many casesthis meansit can't be kept on an NFS-
mounted filesystem.

To cause the Web server to work around the NFS locking limitations, include aline such asthe
following in your server configuration files:

LockFil e /var/run/apache-1 ock

The directory should not be generally writable (e.g., don't use/ var / t np). SeetheLockFi | e
documentation for more information.

. Why am | getting 'Expect ed </ Directory> but saw </ Directory>"whenl try to tart
Apache?

Thisisaknown problem with certain versions of the AIX C compiler. IBM are working on a solution,
and the issueis being tracked by problem report #2312.

I'musing RedHat Linux and | have problems with ht t pd dying randomly or not restarting properly.

RedHat Linux versions 4.x (and possibly earlier) RPMs contain various nasty scripts which do not stop
or restart Apache properly. These can affect you even if you're not running the RedHat supplied RPMs.

If you're using the default install then you're probably running Apache 1.1.3, which is outdated. From
RedHat's ftp site you can pick up amore recent RPM for Apache 1.2.x. Thiswill solve one of the
problems.

If you're using a custom built Apache rather than the RedHat RPMsthen you shouldr pm - e
apache. In particular you want the mildly broken/ et ¢/ | ogr ot at e. d/ apache script to be
removed, and you want thebroken/ etc/rc. d/init.d/ httpd (orhttpd.init)scripttobe
removed. The latter is actually fixed by the apache-1.2.5 RPMs but if you're building your own Apache
then you probably don't want the RedHat files.

We can't stress enough how important it isfor folks, especialy vendors, to follow the stopping Apache
directions given in our documentation. In RedHat's defense, the broken scripts were necessary with
Apache 1.1.x because the Linux support in 1.1.x was very poor, and there were various race conditions
on al platforms. None of this should be necessary with Apache 1.2 and later.
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Check the error log

Thisisabsolutely the fir st thing you should do. If you have a problem with your Apache server, and try to
get assistance from an expert without looking in your error log first, the probability is extremely high that
you will be flamed to a cinder where you stand. Most Apache problems result in an error message, and
most of the error messages make it obvious what’ s wrong (file permissions, for instance). After consulting
your error long and determining which message(s) relate to your problem, and finding them confusing,
ambiguous, or inscrutable, you can go on to the next stage—whichisto:

Check the FAQ

The FAQ (Frequently Asked Questionslist) for the Apache server islocated on the Web at

<ht t p: / / ww. apache. or g/ docs/ ni sc/ FAQ htmi >

It's probably not as up-to-date asit should be, but that’ s afactor of it being documentation and software
engineers preferring to write code rather than documentation. Even so, alot of conventional wisdom has
grudgingly been added to the FAQ, so that’ s the second place you should look in your search for problem
resolution.

If the FAQ doesn't hold the answer, the next step isto:
Check the Apache bugdb

Problems with the Apache Web server software are stored in an online bug database (called the * bugdb’),
which you can find on the Web at:

<htt p://bugs. apache. org/ >

That URL will take you to apage that will let you search the database for keywords; try typing in one or
two from your error log message and seeing what comes up. If nothing does, then it’ stimeto:

Check/ask USENET

The main USENET newsgroups for issues with the Apache software are

conp. i nf osyst ens. ww. servers. *

The most traffic is usually found in the . uni x sub-group, but Windows-specific discussions happen
nearby inthe related groups. If you can't find any current discussions that seem to relate to your problem,
you can search the DgjaNews archivesat <ht t p: / / dej a. cont >. If you still come up empty, thenit's
timeto:

Submit a bug report

This definitely should be your last resort. 1f you don’t exercise due diligence in searching the other
mechanisms already described, and your problem turns out to have already been reported, it’s Crispy-
Critter timefor you. If you'resure you've found a bug in the software, go to the same URL listed above
for the bug database and click on the* Submit a new problem report’ button. Be as complete asyou can
be in your descriptions, and be patient — it may be months before your problem is solved by the volunteers.
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